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	1.
	Introduction

	1.1.
	This policy outlines the expectations, responsibilities and legal considerations for tenants of Nuneaton and Bedworth Borough Council, who wish to install and use Closed Circuit Television (CCTV) systems, including doorbells, at their homes. 


	2.
	Policy Statement

	2.1.
	The purpose of this policy is to support tenants in using CCTV responsibly for personal safety and property protection; ensure compliance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018 (DPA); and to protect the privacy and rights of other residents, visitors, and members of the public. 


	2.2.
	This policy applies to all Council tenants and leaseholders, who wish to install or have installed or operate a CCTV system on or around their property. 


	3.
	Legal Framework 

	3.1.
	This policy aligns with:

· Human Rights Act 1998
· Protection of Freedoms Act 2012
· UK GDPR and Data Protection Act 2018
· Data Use and Access Act 2025
· Information Commissioners Office (ICO) Code of Practise
· Surveillance Camera Code of Practise (Home Office)


	4.
	Equality & Diversity 

	4.1. 
	Nuneaton and Bedworth Borough Council is committed to treating all tenants and leaseholders fairly, without discrimination. This policy will be applied consistently, and in accordance with the Equality Act 2010.


	5.
	Permission and Installation Guidelines

	5.1.
	Tenants and leaseholders may install CCTV or smart/ring doorbells; however, they must have written consent from the Council’s Capital Projects Team by making an Alterations Request. 


	5.2.
	Where a tenant or leasehold has been granted written permission, they must ensure they have caused no damage to the building when installing their CCTV or smart/video doorbell. 


	5.3.
	If a tenant has requested permission to install a smart/video doorbell, permission will only be granted if the tenant agrees to put the doorbell on without drilling or causing any damage to the building, or front door (composite, UPCV or wooden door). This is to ensure the front door is not compromised of any fire safety regulations and warranty.

	5.4.
	Where a tenant has drilled into or caused damage to their front doors (and/or door frames), or any communal walls/brick work whilst installing their CCTV, they will be recharged for the repair/replacements in accordance with the Council’s Recharge Policy.


	5.5.
	Any/all cameras or smart/ring doorbells should be positioned to minimise intrusion into communal or public areas. The Council reserve the right to ask tenants to re-adjust or remove their cameras if they are intrusive into communal, or public areas. 


	5.6. 
	Audio settings on any camera smart/ring doorbell should be disabled unless justified to keep switched on (for example, where a video doorbell has been pressed so the tenant/leaseholder can communicate with the person(s) at their front door). 


	5.7.
	Tenants and leaseholders must install their own signage to notify other residents of their CCTV, especially if their CCTV system captures areas beyond their own property boundary. 

Signage must not be installed or fixed onto any communal walls/brick work, communal doors or the tenants/leaseholder’s front door or door frames. This is to ensure the front door is not compromised of any fire safety regulations and warranty.


	5.8.
	The Council will not give any tenant or leaseholder permission to install anymore than 3 CCTV cameras, or smart/video doorbells. If a request is made for more than 3 cameras, the tenant or leaseholder must outline the reason for more than 3 cameras – these requests will be assessed on a case-by-case basis by the Capital Projects Team, who may consult with Landlord Services Team. 


	5.9.
	The tenant / leaseholder does have the right to install cameras inside their homes, within the living spaces, this includes their living rooms; dining rooms; kitchens; hallways; and/or stairs/landing to monitor their belongings and enhance personal safety. The tenant / leaseholder must still request permission from the Council for indoor cameras. 


	5.10.
	The Council will consider requests for freestanding cameras that are placed on shelves, tables etc. that do not alter the property structure. Subject to permission being granted, the tenant/leaseholder must notify any Council staff or Contractors they have indoor cameras when in attendance to complete any works to the property or discuss matters relating to their tenancy or lease. 

If the indoor camera is to be fitted to inside of the property, the tenant/leaseholder must request written permission from the Council via an Alterations Request. 


	5.11.
	Any indoor cameras must not be placed in areas where others have reasonable expectation of privacy, such as:

· Bathrooms or separate toilet rooms.
· Bedrooms (if shared with others); or
· Any space used by roommates/lodgers or guests without their consent. 


	5.11.
	The Council may refuse permission for a tenant to install CCTV or a smart/ring doorbell where other tenancy breaches are identified, such as rent arrears – please refer to the Tenant Alteration Policy for further information. 


	6.
	Data Protection Responsibilities 

	6.1.
	CCTV in Council properties must only be used for personal and household purposes, such as:

· Monitoring visitors at their own front door.
· Deterring or recording anti-social behaviour (ASB)
· Providing evidence to Police or the Council.


	6.2.
	It is prohibited for any tenant or leaseholder to: 

· Publish footage on social media or sharing it publicly.
· Capturing footage beyond the property boundary and take reasonable steps to ensure there is minimal coverage beyond the property boundary (if footage is captured beyond the property boundary, the tenant must be made aware of their responsibilities as a ‘Data Controller’).
· Record audio unless essential. 
· Installing cameras in private areas, or communal spaces. 


	6.3.
	If domestic CCTV only captures the tenant’s private property, it is exempt from UK GDPR. If footage captures communal/public areas, neighbours’ property, or is shared externally, the tenant becomes a “Data Controller” and must:

· Comply with UK GDPR.
· Respond to Subject Access Requests (within 1 month).
· Display clear signage 
· Limit data retention and ensure secure storage. 


	6.4.
	In some circumstances, the Council may contact the tenant to make a Subject Access Request to request copies of their CCTV footage to support an anti-social behaviour case. When CCTV has been sent to the Council, they come the “Data Controller” and must:

· Only retain relevant footage, excessive or irrelevant data will be deleted. 
· Individuals featured in the footage may request access or erasure under Data Protection legislation. 


	7.
	Complaints and Disputes

	7.1.
	Where a tenant, or a leaseholder raises concerns about a neighbour’s CCTV, they should contact the Information Commissioners Office (ICO) in the first instance for assistance. 


	7.2.
	If the tenant or leaseholder contacts the Landlord Services Team to make a complaint about their neighbours CCTV, the case officer will investigate the complaint in accordance with the Tenant Alteration Policy and the Anti-Social Behaviour Policy. 


	7.3.
	The Landlord Services Team may ask the tenant or leaseholder to reposition their CCTV camera(s) if they are pointed at or cover another property or communal area(s). If the tenant or leaseholder does not have permission to have their CCTV, the case officer can ask the tenant to remove their CCTV until they have sought permission. The costs of repositioning or removing their CCTV cameras will be the tenants/leaseholder’s responsibility.


	7.4.
	If a tenant has installed CCTV and the positioning is in communal areas, and/or covering a neighbour’s property without their consent, and refuse to reposition their camera, the case officer will adhere to the Anti-Social Behaviour Policy in terms of enforcement action, which could include an Injunction Order to remove the camera(s). 


	8.
	Related Documents

	8.1.
	This policy relates to the following documents:

· Tenant Alteration Policy
· Anti-Social Behaviour Policy 
· Recharge Policy


	9.
	References

	9.1.
	This policy refers to:

· UK General Data Protection Regulation (UK GDPR)
· Information Commissioners Office (ICO) Code of Practise
· Surveillance Camera Code of Practise (Home Office)
· Tenant Alteration Policy
· Anti-Social Behaviour Policy 
· Data Protection Act 2018
· Human Rights Act 1998
· Protection of Freedoms Act 2012


	10.
	Review

	10.1.
	This policy will be reviewed every three years or on the introduction to new legislation; regulation; or good practice guidance. 


	10.2.
	Delegated authority to change; amend; and update this policy will be given to the Landlord Services Manager or Assistant Director for Social Housing & Community Safety in consultation with the Portfolio Holder.  
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