Enquiries to:
Wendy Bolton
Direct Dial: 024 7637 6000
Direct Email:
committee@nuneatonandbedworth.gov.uk
Date: 20th September, 2019

I

INDIVIDUAL CABINET
Our Ref: PJM
MEMBER DECISION

Dear Sir/Madam,
The Cabinet Member for Central Services and Refuse (Councillor J. Sheppard) is to
consider the following report and make a decision on Monday, 30th September, 2019 at
5.30 p.m. in the Council Chamber of the Town Hall, Nuneaton.
Yours faithfully,
BRENT DAVIS
Executive Director - Operations

AGENDA
PART 1
PUBLIC BUSINESS

1.

EVACUATION PROCEDURE
A fire drill is not expected, so if the alarm sounds please evacuate the building
quickly and calmly. Please use the stairs and do not use the lifts. Once out of
the building, please gather outside the Yorkshire Bank on the opposite side of
the road.
Exit by the door by which you entered the room or by the fire exits which are
clearly indicated by the standard green fire exit signs.
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If you need any assistance in evacuating the building, please make yourself
known to a member of staff.
Please also make sure all your mobile phones are turned off or set to silent.
2.

PUBLIC CONSULTATION - Members of the public will be given the
opportunity to speak on specific agenda items if notice has been received.

3.

DECLARATIONS OF INTEREST - To receive declarations of Disclosable
Pecuniary and Other Interests, in accordance with the Members’ Code of
Conduct.
Declaring interests at meetings
If there is any item of business to be discussed at the meeting in which you
have a disclosable pecuniary interest or non- pecuniary interest (Other
Interests), you must declare the interest appropriately at the start of the
meeting or as soon as you become aware that you have an interest.
Arrangements have been made for interests that are declared regularly by
members to be appended to the agenda (Page 4). Any interest noted in the
Schedule at the back of the agenda papers will be deemed to have been
declared and will be minuted as such by the Committee Services Officer. As a
general rule, there will, therefore, be no need for those Members to declare
those interests as set out in the schedule.
There are, however, TWO EXCEPTIONS to the general rule:
1. When the interest amounts to a Disclosable Pecuniary Interest that is
engaged in connection with any item on the agenda and the member feels that
the interest is such that they must leave the room. Prior to leaving the room,
the member must inform the meeting that they are doing so, to ensure that it is
recorded in the minutes.
2. Where a dispensation has been granted to vote and/or speak on an item
where there is a Disclosable Pecuniary Interest, but it is not referred to in the
Schedule (where for example, the dispensation was granted by the Monitoring
Officer immediately prior to the meeting). The existence and nature of the
dispensation needs to be recorded in the minutes and will, therefore, have to
be disclosed at an appropriate time to the meeting.
Note: Following the adoption of the new Code of Conduct, Members are
reminded that they should declare the existence and nature of their personal
interests at the commencement of the relevant item (or as soon as the interest
becomes apparent). If that interest is a Disclosable Pecuniary or a Deemed
Disclosable Pecuniary Interest, the Member must withdraw from the room.
Where a Member has a Disclosable Pecuniary Interest but has received a
dispensation from Audit & Standards Committee, that Member may vote and/or
speak on the matter (as the case may be) and must disclose the existence of
the dispensation and any restrictions placed on it at the time the interest is
declared.
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Where a Member has a Deemed Disclosable Interest as defined in the Code of
Conduct, the Member may address the meeting as a member of the public as
set out in the Code.
Note: Council Procedure Rules require Members with Disclosable Pecuniary
Interests to withdraw from the meeting unless a dispensation allows them to
remain to vote and/or speak on the business giving rise to the interest.
Where a Member has a Deemed Disclosable Interest, the Council’s Code of
Conduct permits public speaking on the item, after which the Member is
required by Council Procedure Rules to withdraw from the meeting.
4.

REGULATION OF INVESTIGATORY POWERS ACT 2000 – UPDATE TO
POLICY – report of the Director – Arts, Leisure and Democracy, attached (Page 5)
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AGENDA ITEM NO. 3.

Cabinet Portfolio Holder – Central Services and Refuse
Schedule of Declarations of Interests
Name of
Councillor

Disclosable
Pecuniary Interest

Other Personal Interest

General
dispensations
granted to all
members under
s.33 of the
Localism Act
2011

J. Sheppard

Dispensation

Granted to all members of the
Council in the areas of:
- Housing matters
- Statutory sick pay under
Part XI of the Social
Security Contributions
and Benefits Act 1992
- An allowance, payment
given to members
- An indemnity given to
members
- Any ceremonial honour
given to members
- Setting council tax or a
precept under the Local
Government Finance Act
1992
- Planning and Licensing
matters
- Allotments
- Local Enterprise
Partnership
Partnership member of the
Hill Top and Caldwell Big
Local.
Director of Wembrook
Community Centre.

Dispensation to speak and vote
on any matters of Borough Plan
that relate to the Directorship of
Wembrook Community Centre

Member of the Management
Committee at the Mental
Health Drop in.
Champion for Safeguarding
(Children & Adults)
Representative on the
following Outside Bodies:
 Local Government
Superannuation Scheme
Consultative Board
 Warwickshire Direct
Partnership
 Warwickshire Waste
Partnership
 West Midland Employers
 Nuneaton Neighbour
Watch Committee
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Agenda item: 4.

Individual Cabinet Member Decision
Report Summary Sheet
Date: 30th September 2019

Subject: Regulation of Investigatory Powers Act 2000 – Update to Policy

Portfolio: Central Services

From: Director - Arts Leisure and Democracy

Summary:
To approve the Council policy in respect of Covert Surveillance

Recommendations:
That the policy be approved.

Options:
Not to approve the policy.
To amend the policy prior to approval.
Reasons:
The Policy sets out the legal requirements and Council’s procedures for complying
with surveillance under the legislation.

Version: 06/2019
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Consultation undertaken with Members/Officers
Authorising Officers as named in the Policy

Subject to call-in:
Yes
Forward plan:
No
Delivering Our Future Theme:
Theme 1

Delivering Our Future Priority:
Priority 3 “investing in safe, empowered, sustainable communities “
Relevant statutes or policy:
Regulation of Investigatory Powers Act 2000

Equalities Implications:
No specific equal opportunities implications.
Human resources implications:
No specific human resources implications.
Financial implications:
No specific financial implications.

Version: 06/2019
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Health Inequalities Implications:
None
Section 17 Crime & Disorder Implications:
Surveillance can be used for offences punishable by six months imprisonment.

Risk management implications:
None

Environmental implications:
None

Legal implications:
Failure to comply with legislation may result in claims being made against the Council.

Contact details:
Philip Richardson – Director Arts, Leisure and Democracy

Version: 06/2019
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AGENDA ITEM NO. 4.
NUNEATON AND BEDWORTH BOROUGH COUNCIL
Report to:

Councillor J. Sheppard - 30th September 2019

From:

Director – Arts, Leisure and Democracy

Subject:

Regulation of Investigatory Powers Act 2000 – Update to Policy

Portfolio:

Central Services and Refuse (Councillor J. Sheppard)

Delivering Our Future Theme: Theme 1
Delivering Our Future Priority: Priority 3 “investing in safe, empowered,
sustainable communities “

1.

Purpose of Report

1.1

To approve the updated Council Policy on the use of surveillance pursuant to
the Regulation of Investigatory Powers Act 2000

2.

Recommendation

2.1

It be recommended THAT:
The Policy attached at Appendix A be approved.

3.

Background

3.1

The Council has in place a policy setting out rights and obligations in respect
of surveillance under the above legislation. This was approved by Cabinet in
2016. The policy has been updated following a desktop inspection by an
Inspector from the Investigatory Powers Commissioner’s Office (IPCO)

4.

Body of Report

4.1

In July 2019 the IPCO carried out a desktop documentary assessment of the
Council’s use of surveillance in the period 2016 – 2019. Since the legislation
has been in force, physical inspections have been carried out every 3 years,
however since the Council have not used the powers since the last inspection,
the IPCO chose to undertook a desktop assessment which required the
Council to complete a detailed questionnaire and submit a number of
documents for review, including the Surveillance Policy.

4.2

The IPCO was advised that the Policy needed to be updated to reflect
structural changes following the retirement of Alan Franks. The Inspector also
confirmed that the Policy needed to be updated to include reference to the
Investigatory Powers Act 2016 and the IPCO which has now replaced the
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Office of the Surveillance Commissioner. In addition, some of the links to the
Home Office website were out of date. The findings of the desktop inspection
are attached at Appendix B. All of these points have been addressed and the
updated policy confirmed by the Inspector.
5.

Conclusion

5.1

The updated Policy requires approval following which it will be put on the
Council’s website

6.

Appendices
Appendix A – Surveillance policy (attached)
Appendix B – Findings of Desktop Inspection by the IPCO (see separate
confidential paper)

7.

Background Papers (if none, state none)
None
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Regulation of Investigatory Powers
Act 2000
Guidance and Procedure Document
Covert Surveillance
Approved by Cabinet 9th June 2010
Revised by Cabinet 22nd May 2013
Approved by Cabinet 30th November 2016
Updated July 2019
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1.

INTRODUCTION

The Regulation of Investigatory Powers Act 2000 (RIPA) provides a legal
framework for the control and regulation of surveillance and information gathering
techniques which Public Bodies undertake in the conduct of their duties. The need
for such control has arisen from the enactment of the Human Rights Act 1998
(HRA) and more specifically Article 8 of the European Convention on Human
Rights. Article 8 states:
ARTICLE 8 RIGHT TO RESPECT FOR PRIVATE AND FAMILY LIFE
1) Everyone has the right to respect for his private and family life, his home and
his correspondence.
2) There shall be no interference by a public authority with the exercise of this
right except such as is in accordance with the law and is necessary in a
democratic society in the interests of national security, public safety or the
economic well-being of the country, for the prevention of disorder or crime, for
the protection of health or morals, or for the protection of the rights and
freedoms of others.
The right to respect for private and family life is a qualified right and public
authorities can lawfully interfere with that right for the reasons given in part 2 of
Article 8. It is RIPA which provides the legal framework for such lawful
interference.
Scope of this Procedure Document
The Act provides a permissive regime for surveillance and information gathering
undertaken by all public bodies including the Intelligence Services, Police, Armed
Forces, Customs and Excise and Local Authorities. This document is intended to
cover the surveillance and information gathering techniques which are most
appropriate to local authority work. In this context this also includes the
investigation of internal fraud.
There are also statutory Codes of Practice made under the Act which governs
the application of this Guide, and takes precedence in the event of a conflict: and
can be obtained from the Government Website pursuant to section 71 of the
Regulation of Investigatory Powers Act 2000 (Home Office)
Forms of surveillance not regularly undertaken by local authorities in relation to
members of the public are outside the scope of this document1.

1

Information relating to postal, telephone or electronic communication; the covert use of
surveillance equipment; the use of covert relationship with another person; computer or
paper records covered by the Data Protection Act (see the NBBC Data Protection Policy).
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Local authorities are restricted in the type of surveillance and information gathering
techniques which they can be authorised to undertake under RIPA. These are
contained within Part II of the Act and relate to surveillance and the use of covert
human intelligence sources (CHIS).
Part II of the Act came into force on 25th September 2000 and was amended from
1st November 2012 by the Protection of Freedoms Act 2012. All investigations
which involve surveillance subsequent to this date must be undertaken in
accordance with the authorisation procedures contained in this document. The
Council can only authorise directed surveillance for the purpose of preventing or
detecting conduct which constitutes one or more criminal offence where the
criminal offence attracts a custodial sentence of six months or more. Local
Authority authorisations can only be given effect once an order approving it has
been given by a Justice of the Peace. . Failure to obtain an authorisation is likely
to be deemed to be unlawful under the HRA and evidence gathered is liable to be
ruled inadmissible in Court. It is strongly recommended that authorisation is
obtained where private information is intended to be gathered using covert
surveillance techniques whether or not that person is the target of the investigation.
The Act not only covers the observation of members of the public but also covers
the observation of employees and members as part of an internal investigation.
Normal organisational policies on identifying risks to officers or to others should be
adopted if it is perceived that any risk might arise from a specific operation.
The Investigatory Powers Act 2016 received Royal Assent on 29th November 2016
and governs the use and oversight of investigatory powers by UK law enforcement,
security and intelligence agencies, strengthen safeguards, as well as introducing
new oversight arrangements as follows:
Investigatory Powers Commissioner and Tribunals
The Government has appointed the Investigatory Powers Commissioner to review
how public authorities implement the requirements of RIPA. The Commissioner
has wide ranging powers of access and investigation. It is likely that the Council
will receive periodic visits from the Commissioner’s staff and therefore it is
essential that everyone who engages in covert surveillance is fully aware of this
law and this procedure. For further information see
http://www.ipco.org.uk

Complaints
Complaints from any person who considers that the Authority has breached a
Convention Right in contravention of the HRA should initially be made to an
Executive Director. Beyond this a Tribunal system has been set up. This Tribunal
will be made up of senior members of the judiciary and the legal profession and is
independent of the Government. The Tribunal has full powers to investigate and
decide any case within its jurisdiction.
Details of the relevant complaints procedure can be obtained from the following
address:
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Investigatory Powers Tribunal
PO Box 33220
London
SW1H 9ZQ
020 7273 4514
Further guidance on any issue surrounding RIPA can be obtained from the
Government RIPA web site: https://www.gov.uk/government/collections/ripacodes or from the Director – Arts, Leisure and Democracy who is the Senior
Responsible Officer. Copies of this policy should also be available for public
reference at all of the Council’s public offices.
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2.

QUICK GUIDE

To be used in conjunction with the Flowcharts in Annex 2

This is intended only as a quick guide – please read the appropriate
sections of the Procedure Guide and/or the Codes of Practice BEFORE
carrying out any surveillance
If you are in any doubt consult Legal Services

Important Restrictions
1.

The Council cannot authorise Intrusive Surveillance (see section 2 of the
Guidance)

2.

Authorisations must be obtained before surveillance takes place and must
be approved in writing (see sections 2 and 4 of the Guidance) and referred
to a Justice of the Peace for approval

3.

If confidential material is likely to be obtained authorisation must be
obtained from an Executive Director (see section 6 of the Guidance)

4.

Authorisations for CHIS will only be made in exceptional circumstances and
consultation with Legal Services must be held before any application for
authorisation is made

Is an authorisation needed? (see Section 2 of the Guidance)
1.

Will you be carrying out an inspection or investigation covertly (i.e. will the
target know you are doing it) AND is the investigation likely to reveal private
information about the target person or anybody else? AND is likely to reveal
criminal conduct punishable by 6 months imprisonment
If the answers are YES, then RIPA authorisation is needed for directed
surveillance
If the target KNOWS that you are carrying out an inspection, or if your
inspection will not reveal ANY private information a RIPA authorisation will
not be needed and surveillance should be done overtly.
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2.

Will you be entering residential premises or a private vehicle OR will the
equipment you use provide information of such quality that it will be as good
as any that you would get on the premises
If EITHER answer is YES then the surveillance will be intrusive and no
authorisation can be given. DO NOT PROCEED.

If you need an authorisation (see Section 4 of the Guidance)
1.
2.
3.
4.
5.

Discuss the need with your line manager
Contact Legal Services to discuss the principles
Complete the appropriate form by going to the Government website at
(see notes on how to complete the form)
Pass the completed form to the Authorising Officer for consideration
together with any supporting documents.
If approved contact RIPA Co-ordinator to arrange the Court hearing. Do
NOT proceed without confirmation that authorisation has been given.

Duration of Authorisations (see Section 7 of the Guidance)
1.

Directed surveillance authorisations last for up to three months

Renewals, Reviews and Cancellations (see Section 7 of the Guidance)
1.
2.
3.

All authorisations should be reviewed regularly (at least monthly) to confirm
that they are still needed or further authorisations are necessary
All authorisations must be cancelled upon their expiry date or when they are
no longer needed, if earlier. A cancellation form needs to be completed.
Authorisations may be renewed before they expire by completing a renewal
form. If the renewal is not authorised the existing authorisation will lapse.

Documentation (see Sections 6 and 7 of the Guidance)
1.

The RIPA Co-ordinator will keep the original application form and
authorisation, together with renewal, review and cancellation forms. He will
maintain the centrally retrievable records.

2.

The authorising officer will keep a copy of all authorisations.

3.

The relevant section should maintain the following documentation:


a copy of the application and a copy of the authorisation together with
any supplementary documentation and notification of the approval
given by the authorising officer;
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a record of the period over which the surveillance has taken place;
the frequency of reviews prescribed by the authorising officer;
a record of the result of each review of the authorisation;
a copy of any renewal of an authorisation, together with the supporting
documentation submitted when the renewal was requested;
the date and time when any instruction was given by the authorising
officer.

Retention and Destruction of Documentation by Sections
1.

Individual sections should retain their documentation and a record of all
applications and authorisations for a period of five years from the ending of
the authorisation.

2.

If records could be relevant to court proceedings they should be retained for
a suitable further period

3.

The decision to retain the records should be periodically reviewed

Handling of Material
1.

Material relevant to an investigation should be retained in accordance with
the established disclosure requirements having regard to the Criminal
Procedure and Investigations Act 1996 and Civil Procedure Rules.

2.

Material which is not related to a criminal or other investigation, or to any
person who is the subject of the investigation, should be destroyed
immediately.

3.

Confidential material should:

4.



not be retained or copied unless it is necessary for a specific purpose



only be disseminated, on legal advice, that it is necessary to do so



be marked with a warning of its confidential nature. Safeguards should be
put in place to ensure that such material does not come into the possession
of any person which might prejudice any civil or criminal proceedings.



be destroyed as soon as it is no longer necessary to retain it for a specified
purpose.
Video and audio tapes should be treated as a security items. A stockholder
must control and record the issue of tapes using a register. Each tape will
be sequentially numbered and stored securely in a lockable drawer or
cabinet. Tapes must not be over-written, as soon as it is no longer
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necessary to retain the information the tapes should be wiped clean before
re-use.

3.

COVERT SURVEILLANCE

There are two categories of covert surveillance:
 Directed Surveillance, and
 Intrusive Surveillance
Directed Surveillance
Directed Covert Surveillance (DCS) is defined as surveillance which is covert, but
not intrusive, and undertaken:
a) for the purpose of a specific investigation or operation;
b) in such a manner as is likely to result in the obtaining of private information
about a person (whether or not that person is the target of the investigation or
operation); and
c) in a planned manner and not by way of an immediate response whereby it
would not be reasonably practicable to obtain an authorisation prior to the
surveillance being carried out.
The flowcharts at Annex 2 and the scenarios in Annex 4 provide some guidance
on when an authorisation for DCS would be required.
It should be noted that it is irrelevant where the subject of the DCS is when he or
she is being observed. e.g. at work/home/in public places.

Intrusive Surveillance
Officers of the local authority cannot authorise intrusive surveillance.
Intrusive surveillance is defined as covert surveillance that:
a) is carried out in relation to anything taking place on any residential premises
or in any private vehicle; and
b) involves the presence of any individual other than a CHIS on the premises or
in the vehicle or is carried out by means of a surveillance device.
If the device is not located on the premises or in the vehicle, it is not intrusive
surveillance unless the device consistently provides information of the same
quality and detail as might be expected to be obtained from a device actually
present on the premises or in the vehicle.
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COVERT HUMAN INTELLIGENCE SOURCES
The term Covert Human Intelligence Source (CHIS) is used to describe people
who are more commonly known as informants and are used more widely by the
Police and other similar organisations than by Local Authorities. However, a
CHIS would also include work by officers working “undercover” whereby a covert
relationship is established with another person. Such activity may be
undertaken by local authority officers.
The use of a CHIS will be authorised only in exceptional circumstances.
Other methods of obtaining the information should be used if at all
possible. Legal Services should be contacted at the outset as the rules and
procedures are complicated.
A person is a CHIS if:
(a)

he/she establishes or maintains a personal or other relationship with
a person for the covert purpose of facilitating the doing of anything
falling within paragraph (b) or (c);

(b)

he/she covertly uses such a relationship to obtain information or to
provide access to any information to another person; or

(c)

he/she covertly discloses information obtained by the use of such a
relationship, or as a consequence of the existence of such a
relationship.

Use of the Internet
Use of the internet may be required to gather information which may amount to
directed surveillance. Where an officer intends to use the internet, consideration
must be given to Article 8 rights and possible collateral intrusion; and if so, it is
necessary and proportionate to meet the objects of the specific case. Where it is
considered that private information may be obtained, authorisation must be sought.
1. Normal usage
Where an investigator makes normal background checks on the internet,
accessing pages that are in the public domain on a single occasion, this would be
considered normal usage. Under these circumstances, whilst full records must be
kept (in order to comply with the Criminal Procedure and Investigations Act) there
is no need for investigators to seek authorisation to make these enquiries. During
the course of the investigation, it would be normal for an investigator to make very
occasional checks on pages, in order to confirm the information contained therein
or, for example, to check for changes just prior to interview.
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If, on the other hand, investigators wish to make regular checks on pages, in order
to keep check on a suspect’s activities, this may amount to Directed Surveillance.
2. Direct Surveillance
Where investigators make regular checks of a page, in order to monitor activity,
this may amount to Directed Surveillance. This is because the person, whilst
posting to a public forum, site or page, may well not expect the Local Authority to
be watching them.
An analogy must be drawn between the electronic world and the ‘real’ world - if
investigators were to go to a public house, in order to listen to a conversation that
the suspect was having, this would amount to Directed Surveillance; visiting an
online forum for the same purpose is no different.
You wish to covertly watch a shop, in order to see if the shopkeeper is selling
unlawful items. This is Directed Surveillance. That same shopkeeper has an
online shop that you wish to check every day. What is the difference?

3. Covert Human Intelligence Source
Looking at publicity available pages is normally considered ‘Open Source’
investigation but the situation changes if investigators are required to request
access, in order to view the page. If investigators have to create or maintain a
‘personal or other relationship’ in order to access information, this probably
amounts to becoming a Covert Human Intelligence Source. A good example of this
is ‘Facebook’, where a profile may be available for all to view (‘Open Source’ or
Directed Surveillance) or may require investigators to send a friend request and
have that request accepted.
An exception would be where, for example, the officer uses an identity that is
manifestly overt (NBBC Environmental Health Officer) and sends the request from
this identity. Under these circumstance, the viewing of the page would amount to
monitoring and not Directed Surveillance or becoming Covert Human Intelligence
Source.
Officers are instructed to use the procedures outlined in this policy if the above
circumstances apply.
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4.

THE ROLE OF DESIGNATED OFFICERS

Designated RIPA Co-ordinator, Senior Responsible Officer and
Authorised Officers
RIPA Co-ordinator and Senior Responsible Officer
The following officers have been nominated as the designated RIPA Co-ordinator
and Senior Responsible Officer for NBBC under the Regulation of Investigatory
Powers Act 2000.
Officer:

Section:

Contact Details:

RIPA Co ordinator
Wendy Davies-White

Arts, Leisure
and Democracy

Tel: 024 7637 6100
mailto: wendy.davieswhite@nuneatonandbedworth.go
v.uk

Deputy RIPA Co-ordinator
Shehnaz Tai

Arts, Leisure
and Democracy

Tel: 024 7637 6268
mailto:
shehnaz.tai@nuneatonandbedwo
rth.gov.uk

Senior Responsible Officer
Philip Richardson

Arts,Leisure and Tel: 024 7637 6233
Democracy
mailto:
philip.richardson@nuneatonandb
edworth.gov.uk

Deputy Senior Responsible Arts, Leisure
Officer
and Democracy
Waheeda Sheikh
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Authorising Officers
The following Officers shall be designated as Authorising Officers for the specified
purpose on behalf of NBBC under the Regulation of Investigatory Powers Act
2000.

Power to authorise delegated to post-holder:

DCS

Confidential
Material:

Executive Director (Operations)

Yes

Yes

Executive Director ( Resources)

Yes

Yes

Director – Arts, Leisure and Democracy

Yes

Yes
(in the absence of the Executive
Directors)

Director – Housing, Communities and
Economic Development

Yes

No

Director – Customer Services and
Business Improvement

Yes

No

NB: There is no provision for other officers to authorise investigations even in
cases of emergency. Only an Executive Director or in their absence Director –
Arts, Leisure and Democracy can authorise investigations that will involve the
collection of confidential material.
Key Responsibilities of the RIPA Co-ordinator
The key responsibilities of the RIPA Co-ordinator are to:


Retain all applications for authorisation (including those that have been
refused), renewals and cancellations for a period of at least six years
together with any supplementary documentation.;



Provide a unique reference number and maintain the central register of all
applications for authorisations whether finally granted or refused (see
section below);

Individual Cabinet Member Decision - 30th September 2019

23

15


Create and maintain a spreadsheet for the purpose of identifying and
monitoring expiry dates and renewal dates although the responsibility for
this is primarily that of the officer in charge and the authorising officer;



Monitor types of activities being authorised to ensure consistency and
quality throughout the Council;



Ensure sections identify and fulfil training needs;



Periodically review Council procedures to ensure that they are up to date;



Assist council employees to keep abreast of RIPA developments;



Provide a link to the Investigatory Powers Commissioner and disseminate
information on changes on the law, good practice etc. Officers becoming
aware of such information should, conversely, send it to the RIPA Coordinator for this purpose;



Check that Authorising Officers carry out reviews and cancellations on a
timely basis.

Central Record of Authorisations
A centrally retrievable record of all authorisations should be held by the RIPA Coordinator which must be up-dated whenever an authorisation is granted, renewed
or cancelled. These records should be retained for a period of at least three years
from the ending of the authorisation and should contain the following information:










The type of authorisation;
The date the authorisation was given;
The name and title of the Authorising Officer;
The unique reference number of the investigation;
The title of the investigation, including a brief description and the names of
the subjects, if known;
Whether the urgency provisions were used and why;
If the authorisation is renewed, when it was renewed and the name and title
of the Authorising Officer;
Whether the investigation is likely to result in obtaining confidential
information; and
The date the authorisation was cancelled.

The spreadsheet at Annex 7 will be used to record this information. Access to the
data will be restricted to the Authorising Officers to maintain the confidentiality of
the information.

Accountability
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Annual reports on the number and type of authorisations granted will be taken to
the Environment Scrutiny Panel.
Role of the SRO
Furthermore, it is considered good practice that within every relevant public
authority, a senior responsible officer should be responsible for:
• the integrity of the process in place within the public authority to authorise
directed and intrusive surveillance and interference with property or wireless
telegraphy;
• compliance with Part II of the 2000 Act, Part III of the 1997 Act
and with this code;
• engagement with the Commissioner and inspectors when they conduct their
inspections, and
• where necessary, overseeing the implementation of any post inspection
action plans recommended or approved by a Commissioner.
The senior responsible officer should be a person holding the office, rank or
position of an authorising officer within the relevant public authority.
3.34 Within local authorities, the senior responsible officer should be a member
of the corporate leadership team and should be responsible for ensuring that all
authorising officers are of an appropriate standard in light of any
recommendations in the inspection reports prepared by the Office of the
Investigatory Powers Commissioner. Where an inspection report highlights
concerns about the standards of authorising officers, this individual will be
responsible for ensuring the concerns are addressed

Individual Cabinet Member Decision - 30th September 2019

25

17
5.

GENERAL RULES ON AUTHORISATION

An authorisation under Part II of the Act will provide lawful authority for a public
authority to carry out surveillance.
Authorisation for DCS must be given in writing by the Authorising Officer.
Annex 1 sets out the officers empowered to grant authorisations.
Key issues for consideration before any authorisation is granted are:





necessity;
proportionality;
the likely degree of intrusion into the privacy of all those potentially affected
any adverse impact on community confidence that may result from the use
or conduct of the information obtained.

Necessity and proportionality
Obtaining an authorisation under the Act will only ensure that there is justifiable
interference with an individual’s rights if it is necessary and proportionate for
these activities to take place.
Necessity
The Act requires the Authorising Officer to believe that the authorisation is
necessary for the following reason.
For the purpose of preventing or detecting conduct which constitutes one or
more criminal offences where the offence is punishable whether on Summary
Conviction or Indictment by a maximum term of at least 6 months imprisonment
or certain prescribed licensing offences e.g. sales to minors2
It is recommended that the Authorising Officer must be satisfied that there is a
necessity to use covert surveillance in the proposed operation. In order to be
satisfied, there must be an identifiable offence to prevent or detect before an
authorisation can be granted particularly if it is questionable that the serious crime
criteria can be met.

2

The Regulation of Investigatory Powers (Directed Surveillance and Covert Human Intelligence
Sources) Order 2012 SI 2012/1500
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Proportionality
An authorisation should demonstrate how an Authorising Officer has reached the
conclusion that the activity is proportionate to what it seeks to achieve. This should
include an explanation of the reasons why the method, tactic or technique
proposed is not disproportionate (the provincial “sledgehammer to crack a nut””.
Proportionality is not only about balancing the effectiveness of covert methods over
overt methods but of explaining why the particular covert method, technique or
tactic is the least intrusive. It is insufficient to simply say that the ‘seriousness’ of
the crime justifies the potential method. Similarly any potential cost savings cannot
be used to justify use of technological solutions which are often capable of being
more intrusive than a human being.
A model answer must make clear that the 4 elements of proportionality had been
fully considered.
i) balancing the size and scope of the operation against the gravity and extent of
the perceived mischief
ii) explaining how and why the methods to be adopted will cause the least possible
intrusion on the target and others
iii) that the activity is an appropriate use of the legislation and the only reasonable
way, having considered all others, of obtaining the necessary result and
iv) evidencing what other methods have been considered and why they were not
implemented.
The Authorising Officer should set out why he/she believes that the proposed
action is necessary and proportional. A bare assertion is insufficient.
Authorising Officers should avoid using template entries as this can lead to the
appearance that little consideration has been given to the specific applications. It
is essential that each application is considered on its own merits.
If the activities are necessary, the Authorising Officer must believe that they are
proportionate to what is sought to be achieved. This involves balancing the
intrusiveness of the activity on the target and others who might be affected by it
against the need for the activity in operational terms.
The activity will not be proportionate if it is excessive in the circumstances of the
case or if the information could reasonably be obtained by other less intrusive
means.
Authorising officers must state explicitly what is being authorised.
Collateral Intrusion
Before authorising surveillance the Authorising Officer should take into account the
risk of intrusion into the privacy of persons other than those who are the subject of
the investigation. Measures should be taken to avoid or minimise unnecessary
intrusion into the lives of those not directly connected with the investigation.
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Authorising Officers need to fully understand the capabilities and sensitivity levels
of any technical equipment intended to be used and where and how it is to be
deployed. An application for an authorisation should include an assessment of the
risk of any collateral intrusion. The Authorising Officer should take this into account,
when considering the proportionality of the surveillance. To assist in this process
a map of the area should be attached to the application indicating particularly
sensitive items such as schools.
In addition the authorising officer must ensure that any proposed action does not
unjustifiably infringe any individuals Article 14 European convention of Human
Rights.
Surveillance Equipment
Where it is proposed to use technical equipment for covert surveillance purposes,
the Standard Operating Procedure at Annex 9 should also be completed and cross
referenced with the URN of the RIPA authorisation. This should be submitted to
the Authorising Officer with the completed RIPA application form.
Combined Authorisations
A single authorisation may combine two or more different authorisations under Part
II of the Act. For example, where there is a joint investigation between the Authority
and Department for Works and Pensions. In such cases it is usually for the tasking
agency to obtain or provide the authorisation. This does not, however, preclude
separate applications being made.
Record of Authorisations
All completed application forms, renewal forms and cancellation forms must be
immediately sent to the RIPA Co-ordinator. Copies should be kept by the
Authorising Officer and by the Applicant for retention on the investigation file.
In all cases, the relevant section must retain the following documentation which
does not form part of the centrally retrievable record held by the RIPA Co-ordinator
(see Section 3):









a copy of the application and a copy of the authorisation together with any
supplementary documentation and notification of the approval given by the
authorising officer;
copy of the Justice of the Peace Approval
a record of the period over which the surveillance has taken place;
the frequency of reviews prescribed by the authorising officer;
a record of the result of each review of the authorisation;
a copy of any renewal of an authorisation, together with the supporting
documentation submitted when the renewal was requested;
the date and time when any instruction was given by the authorising officer.
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6.

ADDITIONAL RULES

Recording of Telephone Conversations
The recording of telephone calls between two parties when neither party is aware
of the recording cannot be undertaken, except under a Warrant granted under Part
1 of RIPA. Such warrants are only granted by the Secretary of State and it is not
envisaged that such activity would fall within the remit of local authority
investigations.
However, there may be situations where either the caller or receiver consents to
the recording of the telephone conversation. In such circumstances a Part 1
warrant is not required but this type of surveillance should be authorised as DCS.
Where as part of an already authorised DCS a telephone conversation is to be
recorded then no special or additional authorisation is required. However, advice
from Legal services must be obtained and recorded beforehand.
The recording of telephone conversations for purposes not connected with
investigatory powers does not fall within this guidance document. For further
advice on this subject contact the Legal Services.
Interception of Telecommunications
As mentioned in the introduction Part 1 of the Act does not affect Local Authorities
save as to say that under it the Telecommunications (Lawful Business Practice)
(Interception of Communications) Regulations 2000 - SI 2000/2699 have been
made ( as amended) . These regulations permit the Council without further
authorisation to lawfully intercept its employees’ business e-mail or telephone
communications and monitor their internet access for the purposes of prevention
or detection of crime or the detection of unauthorised use of these systems.
The NBBC Internet and E-Mail Policy governs NBBC activity in this respect.
Communications Subject to Legal Privilege
This includes both oral and written communications between a professional legal
advisor and his/her client, or any person representing his/her client, made in
connection with the giving of legal advice to the client or in contemplation of legal
proceedings and for the purpose of such proceedings, as well as items enclosed
with or referred to in such communications. Communications and items held with the
intention of furthering a criminal purpose are not matters subject to legal privilege.
In general an application for surveillance which is likely to result in the acquisition of
legally privileged information should only be made in exceptional and compelling
circumstances. Advice from Legal Services should be sought in such circumstances.
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Communications involving Confidential Personal Information and
Confidential Journalistic Material
Confidential personal information is information held in confidence relating to the
physical or mental health or spiritual counselling concerning an individual who can
be identified from it. Such information, which can include both written and oral
communications, is held in confidence if it is held subject to an express or implied
undertaking to hold it in confidence or it is subject to a restriction on disclosure or an
obligation of confidentiality contained in existing legislation. Examples might include
consultations between a health professional and a patient, or information from a
persons medical records
Spiritual Counselling means conversations between an individual and a Minister of
religion acting in his/her official capacity, where the individual being counselled is
seeking or the Minister is imparting forgiveness, absolution or the resolution of
conscience with the authority of the Divine Being(s) of their faith.
Confidential journalistic material includes material acquired or created for the
purposes of journalism and held subject to an undertaking to hold it in confidence,
as well as communications resulting in information being acquired for the purposes
of journalism and held subject to such an undertaking.
In general an application for surveillance that is likely to result in the acquisition of
communications involving confidential personal information or confidential
journalistic material should only be made in exceptional and compelling
circumstances. Advice from Legal services should be sought in such circumstances.
CCTV
The overt use of CCTV cameras in town centres, car parks etc is generally not
regulated through RIPA. The Council CCTV Policy and guidance from the
Information Commissioner provides more detail on the use of CCTV. However there
may be instances where a law enforcement agency typically the Police, may wish to
use the Council’s CCTV system for Directed Surveillance. A written protocol
between the Police and the Council has been agreed and is appended to this Policy
at Annex 9. The protocol provides that CCTV operatives must be provided with a
copy of the RIPA authorisation obtained by the Police prior to using the CCTV
system for Directed Surveillance.
ANPR
The overt use of ANPR to monitor flow or detect offences does not require
authorisation. However, if used in covert or pre planned operations or as part of a
specific investigation of a person or group, a directed surveillance authorisation must
be considered. Even where RIPA does not apply, CCTV systems are governed by
data protection and human rights rules and regard must be had to the threshold in
the Protection of Freedoms Act 2012.
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7. PROCEDURE FOR OBTAINING AUTHORISATION FOR DCS
The flowchart in Annex 2 shows the steps which are required in the authorisation
procedure.
Action to be taken by the Person Applying for Authorisation.
Employees are advised to discuss the need to undertake DCS with their line
manager and Legal Services before seeking authorisation, the line manager must
endorse the application form before submitting it to the Authorising Officer. Options
to gain the information, which is required, other than by using covert techniques,
should be fully explored.
The applications for authorisation and other forms for DCS operations are available
to
be
down-loaded
from
the
Government
website
at
https://www.gov.uk/government/publications/application-for-use-of-directedsurveillance
These will always be the most up-to-date versions. The person seeking
authorisation should complete Parts 1 to 11 of the forms having regard to the
guidance below in section 6.
These electronic versions facilitate typing, rather than hand-writing, on the forms,
which is preferable
Surveillance carried out by contractors
In some instances a private investigation company contractor may be employed to
carry out the surveillance on behalf of the Council. In such cases, a standard
operating procedure in the form set out at Annex 8 should be completed and
provided to the Authorising Officer with the application form. This protocol should
be completed in sufficient detail to satisfy the Authorising Officer that the operatives
are trained for the purpose and have a commensurate understanding of the
legislation. A copy of this policy should be provided to the contractor. In addition
the contractor should be provided with a copy of the authorisation in order that its
operatives are fully aware of the extent of it.
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8.

GUIDANCE ON THE COMPLETION OF AUTHORISATION FORMS:

These notes are duplicated in the example forms in Annex 3. Each application
should specifically relate to the investigation in hand, standard phrases should not
be used. Sufficient information must be contained in the application form to enable
the Authorising Officer to make an informed decision, i.e. it must be able to stand
alone.
Application Form
Introduction - This section includes the details of the officer who is requesting the
authorisation and the name of the investigation. if applicable. The investigation
reference number should be put on the top of each page of the form.
Section 1- specify the exact position of the Authorising Officer e.g. Executive
Director ( Operations)
Section 2 – The purpose of the specific operation/investigation to be undertaken
should be given
Section 3 – A detailed description of the operation should be given together with
likely duration and details of any equipment to be used. State the type of
surveillance to be undertaken, e.g. static or mobile, how and from where
surveillance is going to be conducted. Specify the time of day when observations
will be conducted, from which vehicle/premises and mention any equipment to be
used e.g. video camera. State how the employees will be deployed at any one time
during the operation and if the intention is to follow the subject state where from
and to, if the route is unknown say so.

Section 4 – the identities of individuals who are to be the subject of the surveillance
should be set out. It might be necessary to state that the identity of the subject is
unknown.

Section 5 – This section requires you to set out what information you hope to
obtain as a result of the directed surveillance. e.g. identity of the person
responsible for fly-tipping. The information must be objective and not indicate a
presumption of guilt towards the subject, e.g. “in order to prove that Mr X committed
this offence” would not indicate impartiality and is therefore not within the spirit of
the Act.

Section 6 - The appropriate ground on which authorisation is considered
necessary should be indicated, namely prevention or detection of conduct which
constitutes one or more criminal offences where the offence is punishable on
Summary Conviction or Indictment by at least a maximum term of 6 months
imprisonment.
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Section 7 – explain why the surveillance is necessary, give an outline of the
options other than surveillance that have been used or considered and the
outcomes, and an explanation as to why surveillance is the only option and what
the surveillance will achieve.
Section 8 –Details of any potential collateral intrusion should be specified. e.g.
details of any personal information that might be collected about parties who are
not the subject of the investigation, or even intrusion into their privacy through
observing them. A plan should be specified as to how the potential for collateral
inclusion will be minimized. e.g. by focusing line of vision on a limited area.
Applicants should give as much detail as possible in this section as authorising
officers will pay particular regard to the information that is given. Authorising
officers should not authorise applications that either do not state whether collateral
intrusion is likely or that do not specify what steps are to be taken to minimize it.
Section 9 – This section requires you to consider why it is proportionate to use
covert methods to collect evidence. You need to consider how intrusive the
surveillance will be and weigh up whether the need for surveillance outweighs this.
Section 10 – This section requires an indication of the likelihood of obtaining
confidential information including: matters subject to legal privilege;
confidential personal information; and confidential journalistic information.
Such material is regarded as particularly sensitive and the likelihood of obtaining
such information should be fully considered in terms of the proportionality issues
which it raises. Special care should be taken when handling, retaining, copying or
disseminating such information (see later – Handling of materials).
An authorisation which may involve the acquisition of confidential material
may only be granted by an Executive Director.
Section 11 – Self explanatory.
The applicant should sign and date the application. It should also be endorsed by
the line manager the applicant should then obtain a unique reference number from
the RIPA Co-ordinator, which should be endorsed at the top of the form. The RIPA
Co-ordinator will enter details of the application into the central record. The form
should then be submitted for authorisation together with copies (if appropriate) of
operating procedures for equipment or contractors.
The form should be considered by the Authorising Officer who should complete
the remaining parts. In cases where approval can only be given by an Executive
Director, the application should be sent to the first level Authorising Officer for initial
consideration, who would then submit the form to him/her.
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9.

ACTION TO BE TAKEN BY THE AUTHORISING OFFICER

Authorising Officers
The Regulation of Investigatory Powers (Prescription of Offices, Ranks and
Positions) Order 2000 as amended (Si 2010 480 & S21) prescribes that, for Local
Authorities, the Authorising Officer shall be the Director, Head of Service, Service
Manager or equivalent. There is no provision for other officers to grant
authorisation, even in cases of urgency.
Authorisation for use of a DCS must be given in writing by the Authorising Officer,
except in urgent cases, when authorisation may be given verbally, although in such
instances the procedural differences and duration of verbal authorisations, as
outlined below, should be noted.
Annex 1 sets out the officers empowered to grant authorisations.
Authorisation Process
The Authorising Officer must firstly consider whether it is necessary for the DCS
to be undertaken under one or more of the permitted reasons under the Act.
Secondly, he/she must decide whether the risk of interfering with a person’s private
and family life, whether or not the person is the target (collateral intrusion) of the
surveillance, is proportionate to the objective which is to be achieved. Clearly the
more serious the matter being investigated, the more likely that surveillance will be
proportionate.
The risk of collateral intrusion is perhaps the most important consideration that the
Authorising Officer has to deal with. If the form does not contain sufficient
information to enable an Authorising Officer to consider the full extent of the risk
further details should be sought.
Authorising Officers should satisfy themselves that a defensible case can be made
for the surveillance. Authorisation is a safeguard against the abuse of power by
public authorities. Full consideration of necessity and proportionality will make the
action less vulnerable to challenge under the Human Rights Act 1998. The
Authorising Officer should discuss all cases with the Applicant and Line Manager
before approval is given.
If the application may involve the acquisition of confidential or religious material
the application may only be authorised by the Managing Director (or in his/her
absence the Director – Arts, Leisure and Democracy) who then becomes the
Authorising Officer. Section 15 must also be completed to confirm that the issue
of religious and confidential material has specifically been taken into account. In
such circumstances authorisation should only be given in exceptional and
compelling circumstances having full regard to the proportionality issues involved.
Authorisations can only be given when the surveillance is necessary for the
following reason:
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for the purpose of preventing or detecting; conduct which constitutes one or
more criminal offences where the offence is punishable on Summary
Conviction or Indictment by a maximum term of at least 6 months
imprisonment

The Regulation of Investigatory Powers (Directed Surveillance and Covert Human
Intelligence Sources) Order 2012
The Authorising Officer must complete Sections 12 to 14 of the Application for
authorisation and make a decision as to whether to approve or refuse the
application (or submit 14 to the Executive Director).
The form requires the Authorising Officer to specify a date when the authorisation
should be reviewed and the frequency of review thereafter but these should be
completed at least monthly. In most typical authorisations it is likely that only one
review (if any) will be required. A review form has to be completed to record any
review that does take place.
When authorising an application the Authorising Officer can impose limits on the
use of the product from a surveillance operation. Any restrictions must be recorded
on the form.
If subsequently approved by the Court, the authorisation lasts for three months.
The original completed authorisation form, whether approved or refused, should
be sent to the RIPA Co-ordinator, a copy should be retained by the Authorising
Officer and a copy returned to the applicant for retention on the investigation file.
The RIPA Co-ordinator will arrange for the application to be referred to the court
as follows:Approval of Local Authority Authorisation by a Justice of the Peace
Amendments in the Protection of Freedoms Act 2012 means that from 1st
November 2012 Local Authority authorisations under RIPA can only be given effect
once an order approving the authorisation has been granted by a Justice of the
Peace (Magistrate).
The current time limit for an authorisation will continue – i.e. 3 months. Renewals
must also be authorised prior to the expiry of the original authorisation but runs
from the expiry date and time of the original authorisation.
Procedure for Applying for Judicial Approval
Making the Application
The flowchart at Annex A outlines the procedure for applying for judicial approval.
The application must be made by the public authority that has granted the
authorisation. Following approval by the authorising officer the first stage of the
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process is for the RIPA Coordinator to contact Her Majesty’s Courts and Tribunals
Service (HMCTS) administration team at the magistrates’ court to arrange a
hearing.
The local authority will provide the JP with a copy of the original RIPA authorisation
or notice and the supporting documents setting out the case. This forms the basis
of the application to the JP and should contain all information that is relied
upon.
The original RIPA authorisation or notice should be shown to the JP but will be
retained by the local authority so that it is available for inspection by the
Commissioners’ offices and in the event of any legal challenge or investigations by
the Investigatory Powers Tribunal (IPT). The court may wish to take a copy.
In addition, the local authority will provide the JP with a partially completed judicial
application/order form.
Although the local authority is required to provide a brief summary of the
circumstances of the case on the judicial application form, this is supplementary to
and does not replace the need to supply the original RIPA authorisation as well.
The order section of this form will be completed by the JP and will be the official
records of the JP’s decision. The local authority will need to obtain judicial approval
for all initial RIPA authorisations/applications and renewals and the local authority
will need to retain a copy of the judicial application/order form after it has been
signed by the JP. There is no requirement for the JP to consider either
cancellations or internal reviews.
Arranging a Hearing
It will be important for each local authority to establish contact with HMCTS
administration at the magistrates’ court. HMCOTS administration will be the first
point of contact for the local authority when seeking a JP approval. The local
authority will inform HMCTS administration as soon as possible to request a
hearing.
On the rare occasions where out of hours access to a JP is required then it will be
fore the local authority to make local arrangements with the relevant HMCTS legal
staff. In these cases the local authority will need to provide two partially completed
judicial application/order forms so that one can be retained by the JP. The local
authority should provide the court with a copy of the signed judicial
application/order form the next working day.
In most emergency situations where the police have power to act, then they are
able to authorise activity under RIPA without prior JP approval. No RIPA authority
is required in immediate response to events or situations where it is not reasonably
practicable to obtain it (for instance when criminal activity is observed during
routine duties and officers conceal themselves to observe what is happening).
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Where renewals are timetabled to fall outside of court hours, for example during
the holiday period, it is the local authority’s responsibility to ensure that the renewal
is completed ahead of the deadline. Out of hours procedures are for emergencies
and should not be used because a renewal has not been processed in time.
Attending a Hearing
The hearing is a ‘legal proceeding’ and therefore local authority officers need to be
formally designated to appear, be sworn in and present evidence or provide
information as required by the JP.
The hearing will be in private and heard by a single JP who will read and consider
the RIPA authorisation or notice and the judicial application/order form. He/she
may have questions to clarify points or require additional reassurance on particular
matters.
Local authorities will want to consider who is best able to answer the JP’s questions
on the policy and practice of conducting covert operations and detail of the case
itself. It is envisaged that the case investigator will be able to fulfil this role. The
investigator will know the most about the investigations and will have determined
that use of a covert technique is required in order to progress a particular case.
This does not, however, remove or reduce in any way the duty of the authorising
officer to determine whether the tests of necessity and proportionality have been
met. Similarly, it does not remove or reduce the need for the forms and supporting
papers that the authorising officer has considered and which are provided to the
JP to make the case. It is good practice for the authorising officer also to attend to
assist the Magistrate if required.
It is not envisaged that the skills of legally trained personnel will be required to
make the case to the JP and this would be likely to, unnecessarily, increase the
costs of local authority applications.
Decision
The JP will consider whether he or she is satisfied that at the time the authorisation
was granted or renewed or the notice was given or renewed, there were
reasonable grounds for believing that the authorisation or notice was necessary
and proportionate. They will also consider whether there continues to be
reasonable grounds. In addition they must be satisfied that the person who
granted the authorisation or gave the notice was an appropriate designated person
within the local authority and the authorisation was made in accordance with any
applicable legal restrictions, for example that the crime threshold for directed
surveillance has been met.
The forms and supporting papers must by themselves make the case. It is
not sufficient for the local authority to provide oral evidence where this is
not reflected or supported in the papers provided. The JP may note on the
form any additional information he or she has received during the course of the
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hearing but information fundamental to the case should not be submitted in this
manner.
If more information is required to determine whether the authorisation or notice has
met the tests then the JP will refuse the authorisation. If an application is refused
the local authority should consider whether they can reapply, for example, if there
was information to support the application which was available to the local
authority, but not included in the papers provided at the hearing.
The JP will record his/her decision on the order section of the judicial
application/order form. HMCTS administration will retain a copy of the local
authority RIPA authorisation or notice and the judicial application/order form. This
information will be retained securely. Magistrates’ courts are not public authorities
for the purpose of the Freedom of Information Act 2000.
Outcomes
Following their consideration of the case the JP will complete the order section of
the judicial application/order form recording their decision. The various outcomes
are detailed below and reflected on the flowchart at Annex A.
The JP may decide to2
Approve the Grant or renewal of an authorisation or notice
The grant or renewal of the RIPA authorisation or notice will then take effect and
the local authority may proceed to use the technique in that particular case.
Refuse to approve the grant or renewal of an authorisation or notice
The RIPA authorisation or notice will not take effect and the local authority may
not use the technique in that case.
Where an application has been refused the local authority may which to consider
the reasons for that refusal. For example, a technical error in the form may be
remedied without the local authority going through the internal authorisation
process again. The local authority may then wish to reapply for judicial approval
once those steps have been taken.
Refuse to approve the grant or renewal and quash the authorisation or
notice
This applies where a magistrates’ court refuses to approve the grant, giving or
renewal of an authorisation or notice and decides to quash the original
authorisation or notice.

2

See section 23B(3) and 32B(3) of the Regulation of Investigatory Powers Act 2000
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The court must not exercise its power to quash that authorisation or notice unless
the application has had at least 2 business days from the date of the refusal in
which to make representations.
Complaints/Judicial Review
There is no complaint route for a judicial decision unless it was made in bad faith.
Any complaints should be addressed to the Magistrates’’ Advisory Committee.
A local authority may only appeal a JP decision on a point of law by judicial review.
If such a concern arises, the local authority should consult their legal advisers.

Individual Cabinet Member Decision - 30th September 2019

39

31

Individual Cabinet Member Decision - 30th September 2019

40

32
Determination of Whether DCS Authorisation is Required
Is the surveillance to be carried out in a manner calculated to
ensure that the persons subject to the surveillance are unaware
that it is or may be taking place?

N

The surveillance is unlikely to
be covert and authorisation is
not required.

Y

Will the surveillance require the presence of an individual or use of a
surveillance device on a person’s residential premises or private
vehicle?

Y

This may fall within the
definition of “intrusive
surveillance” – seek advice
from Legal

N

Does the surveillance require the establishment of a personal or other
relationship with another person in a covert manner to obtain, provide
access to or disclose information as a consequence of the relationship?

Y

This may require a an
authorisation for a CHIS –
refer to the CHIS guidance
policy and procedure
document.

N

Is the surveillance planned as part of a specific
investigation or operation?

N

Y

Is information about a person’s private or family life likely to be obtained?
The likelihood of obtaining such information should be considered in its
widest sense.

N

Y

Authorisation for Directed
Covert Surveillance should
be Obtained
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9.

DURATION OF AUTHORISATIONS

After authorisation the Authorising Officer must continue to oversee the
progress of the investigation. He or she must ensure that whatever was
authorised does actually happen and that actions do not exceed the boundaries
of the authorisation. Progress should be reviewed in accordance with the
authorisation. In any case, as soon as the objectives have been achieved a
cancellation must be issued.
DCS authorisations will cease to have effect three months from the date of
judicial approval.
In urgent cases the Police have power to undertake surveillance without
authorisation.
It will be the responsibility of the officer in charge of an investigation to ensure
that any DCS is only undertaken under an appropriate and valid authorisation,
and therefore, he/she should be mindful of the date when authorisations and
renewals will cease to have effect. The RIPA Co-ordinator shall also perform
a monitoring role in this respect but the primary responsibility rests with
the Authorising Officer.
Reviews
Regular reviews (at least monthly) of authorisations should be undertaken to
assess the need for the surveillance to continue. The results of a review should
be recorded on the central record of authorisations (see Section 3). Particular
attention is drawn to the need to review authorisations frequently where the
surveillance provides access to confidential information or involves collateral
intrusion.
In each case the Authorising Officer should determine how often a review
should take place. This should be as frequently as is considered necessary
and practicable. Reviews do not need to go before a JP.
Renewals
An Authorising Officer and Justice of the Peace may renew an authorisation
before it would cease to have effect if it is necessary for the authorisation to
continue for the purpose for which it was given. Such renewals would normally
extend the authorisation period for a further three months beginning with the
day on which initial authorisation would cease to have effect, but for the
renewal. Authorisation may be granted more than once, provided they continue
to meet the criteria for authorisation. An application for renewal must not be
made more than seven days before the authorisation is due to expire.
The officer requesting the renewal should complete Parts 1 to 7 of the
Application to Renew a DCS form and submit this to the Authorising Officer for
consideration and completion of Parts 8 and 9. The Authorising Officer must
consider the application for renewal in relation to the original purpose for which
authorisation was granted, taking into account any change in circumstances.
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If the reason for requiring the authorisation has changed from the purpose for
which it was originally granted, then the outstanding authorisation should be
cancelled and a new authorisation sought.
All completed renewal forms must be sent to the RIPA Co-ordinator who will
arrange the hearing before the JP. A copy of the form should be retained by
the Authorising Officer and a further copy sent to the applicant for retention on
the investigation file.
Cancellations
All authorisations, including renewals, must be cancelled if the reason why
DCS was required no longer exists. This will occur in most instances when the
purpose for which surveillance was required has been achieved and officers
must be mindful of the need to cancel any authorisation which has been issued.
A cancellation should be issued at the expiry date if not before. The
responsibility to ensure that authorisations are cancelled rests with the
Authorising Officer.
To cancel an authorisation, the person in charge of the investigation to which
the authorisation relates should complete parts 1 and 2 of the Cancellation of
Authorisation form. The form should be submitted to the Authorising Officer for
endorsement and completion of Parts 3 and 4.
Cancellations do not need to go before a JP.
All completed cancellation forms must be sent to the RIPA Co-ordinator. A
copy of the form should be retained by the Authorising Officer and a further
copy sent to the Applicant for retention on the investigation file.

Ceasing of Surveillance Activity
As soon as the decision is taken to discontinue the surveillance the instruction
must be given to stop all surveillance of the subject. The date and time when
such an instruction was given should be recorded in the central record of
authorisations (see Section 3) and on the notification of cancellation.
The Authoring Officer should provide direction regarding the management and
disposal of the product of the surveillance by ensuring proper arrangements
have been made for the activity’s discontinuance, including the removal of any
technical equipment and directions for the management of the product.
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10.

HANDLING MATERIAL OBTAINED FROM DCS

Material, or product, such as: written records (including notebook records);
video and audio tape; photographs and negatives; and electronic files, obtained
under authorisation for DCS operations should be handled, stored and
disseminated according to the following guidance.
Where material is obtained during the course of an investigation which might
be relevant to that investigation, or another investigation, or to pending or future
civil or criminal proceedings, then it should not be destroyed, but retained in
accordance with the established disclosure requirements having regard to the
Criminal Procedure and Investigations Act 1996 and Civil Procedure Rules.
Where material is obtained which is not related to a criminal or other
investigation, or to any person who is the subject of the investigation, and there
is no reason to suspect that it will be relevant to any future civil or criminal
proceedings, it should be destroyed immediately.
Material may be used in investigations other than the one which authorisation
was issued for. However, use of such material outside the Local Authority or
the Courts should only be considered in exceptional circumstances.
Where material obtained is of a confidential nature then the following additional
precautions should be taken:


Confidential material should not be retained or copied unless it is necessary
for a specific purpose.



Confidential material should only be disseminated, on legal advice, that it is
necessary to do so for a specific purpose.



Confidential material which is retained should be marked with a warning of
its confidential nature. Safeguards should be put in place to ensure that
such material does not come into the possession of any person which might
prejudice any civil or criminal proceedings.



Confidential material should be destroyed as soon as it is no longer
necessary to retain it for a specified purpose.

If in doubt about what constitutes confidential material and the handling etc. of
such material then advice should be sought from the statutory RIPA Code of
Practice or from the RIPA Co-ordinator.
Video and audio tapes should be treated as a security items. A stockholder
must control and record the issue of tapes using a register. Each tape will be
sequentially numbered and stored securely in a lockable drawer or cabinet.
Tapes must not be over-written, as soon as it is no longer necessary to retain
the information the tapes should be wiped clean before re-use.
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11.

RETENTION AND DESTRUCTION OF DOCUMENTS

All applications for authorisation (including those that have been refused),
renewals and cancellations will be retained for a period of at least five years
by the RIPA Co-ordinator. They will then be considered for destruction.
The Central Register will be kept for at least three years. Individual records
will be considered for destruction after that time.
Individual sections should retain their documentation and a record of all
applications and authorisations for a period of five years from the ending of the
authorisation. Where it is believed that records could be relevant to pending or
future court proceedings they should be retained for a suitable further period to
ensure compliance with the Criminal Procedure and Investigations Act 1996.
The decision to retain the records should be periodically reviewed, to ensure
that the continued retention is necessary and complies with the Data Protection
Act 1998.
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12. GLOSSARY OF TERMS
Collateral Intrusion

Confidential Journalistic
Material

Confidential Material

Confidential Personal
Information

Covert Surveillance
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Includes situations where there is a risk of
the surveillance resulting in private
information being obtained about persons
other than the subject of the surveillance.
Includes material acquired or created for the
purposes of journalism and held subject to
an undertaking to hold it in confidence, as
well as communications resulting in
information being acquired for the purposes
of journalism and held subject to such an
undertaking.
This includes material
acquired or created for the purposes of
journalism and held subject to an
undertaking to hold it in confidence, as well
as communications resulting in information
being acquired for the purposes of
journalism and held subject to such an
undertaking.
Includes:
 matters subject to legal privilege;
 confidential personal information; or
 confidential journalistic material.
Includes information held in confidence
concerning an individual (whether living or
dead) who can be identified from it, and
relating:
 to his/her physical or mental health;
or
 to spiritual counselling or other
assistance given or to be given, and
 which a person has acquired or created
in the course of any trade, business,
profession or other occupation, or for the
purposes of any paid or unpaid office.
It includes both oral and written information
and also communications as a result of
which personal information is acquired or
created. Information is held in confidence if:
 it is held subject to an express or
implied undertaking to hold it in
confidence; or
it is subject to a restriction on disclosure or
an obligation of secrecy contained in
existing or future legislation.
Means surveillance which is carried out in
a manner calculated to ensure that the
persons subject to the surveillance are
unaware that it is or may be taking place.
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Directed Surveillance

Covert but not intrusive surveillance which
is undertaken:
 for a specific investigation or operation;
 in a manner likely to obtain private
information
about
an
individual
(whether or not that person is
specifically targeted for purposes of an
investigation); and
 not as an immediate response to events
which would otherwise make seeking
authorisation
under
the
Act
unreasonable, e.g. spotting something
suspicious and continuing to observe it

HRA
Immediate Response

Human Rights Act 1998
Includes a response to circumstances or
events which, by their very nature, could
not have been foreseen.
Only if covert and:
 carried out in relation to anything taking
place on residential premises or in a
private vehicle; and
 involves the presence of an individual
on the premises or vehicle or is carried
out by a surveillance device
Magistrate
Includes
both
oral
and
written
communications between a professional
legal adviser and his/her client or any
person representing his/her client, made in
connection with the giving of legal advice to
the client or in contemplation of legal
proceedings and for the purposes of such
proceedings, as well as items enclosed with
or referred to in such communications.
Communications and items held with the
intention of furthering a criminal purpose are
not matters subject to legal privilege.
Includes any information relating to a
person’s private or family life.
Private life also includes activities of a
professional or business nature.
“Person” also includes any organisation and
any association or combination of persons.
Means any vehicle which is used primarily
for private purposes of the person who owns
it or otherwise has a right to use it, but would
not include any person whose right to use
the vehicle arises from making payment for
a particular journey.
Vehicle also includes any vessel, aircraft or
hovercraft.

Intrusive Surveillance

Justice of Peace (JP)
Matters Subject to Legal
Privilege

Private Information

Private Vehicle
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Residential Premises

RIPA Surveillance

Surveillance Device
URN
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Means any premises occupied by any
person, however temporarily, for residential
purposes
or
otherwise
as
living
accommodation (including hotel or prison
accommodation), but does not include
common areas to such premises.
Premises also includes any vehicle or
moveable structure used within the
definition above.
Regulation of Investigatory Powers Act
2000
Includes:
 monitoring, observing or listening to
persons, their movements, their
conversations or their other activities or
communications;
 recording anything monitored, observed
or listened to in the course of
surveillance;
 surveillance by or with the assistance of
a surveillance device; or
 the interception of a communication in
the course of its transmission by means
of a postal service or telecommunication
system if it is one sent by, or intended
for, a person who has consented to the
interception of the communication.
But does not include:
 the conduct of a covert human
intelligence source in
obtaining or
recording (whether or not using a
surveillance device) any information
which is disclosed in the presence of the
source;
 general targeting of a problem area, or
covert observation of a premises which
does not involve systematic surveillance
of an individual, even where such
observation may involve the use of
equipment which reinforces normal
sensory perception, such as binoculars
or cameras
 The general use of CCTV systems,
because the public are aware of their
use, i.e. they are overt
Means any apparatus designed or adapted
for use in surveillance.
Unique Reference Number
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RIPA FLOW CHART 1: AUTHORISING DIRECTED SURVEILLANCE
Requesting Officer (“The Applicant”) must:
 Read the RIPA Policy and be aware of any other guidance issued by the IPCO and the Council’s
legal team. Determine that directed surveillance is required
 Assess whether authorisation will be in accordance with the law and satisfies the serious crime
threshold.
 Assess whether authorisation is necessary under RIPA and whether it could be done overtly
 Consider whether surveillance will be proportionate
 If authorisation is approved – review or renew regularly with Authorised Officer)

If a less intrusive
option is available
and practicable: use
that option!

If authorisation is necessary
and proportionate, prepare and
submit an application to the
Authorised Officer

Authorised Officer must:
 Consider in detail whether all options have been duly considered, including
the RIPA Policy and any other guidance issued by the IPCO or Council’s
legal team.
 Consider whether surveillance is considered by him/her to be in accordance
with the law and is necessary & proportionate
 Authorise only if an overt or less intrusive option is not practicable
 Set an appropriate review date (can be up to 3 months after authorisation
date) and conduct the review

The Applicant must:
REVIEW REGULARLY
(complete Review Form and
submit to Authorised Officer on
date set)

Authorised Officer must: If
surveillance is still necessary and
proportionate after authorised
period:
 Renew authorisation
 Set an appropriate further
review date and use
appropriate form

The Applicant must:
If operation is no longer
necessary or
proportionate, complete
CANCELLATION FORM
and submit to Authorised
Officer

Authorised Officer
must: Cancel
authorisation when it is no
longer necessary or
proportionate to need the
same

ESSENTIAL
Applications for
Directed
Surveillance will be
completed on the
electronic database
and need to be
maintained
appropriately. The
electronic database
forms the Central
Record for RIPA.

DON’T FORGET: All authorisations must also be
approved externally by a Magistrate
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RIPA FLOWCHART 2: AUTHORISING COVERT HUMAN INTELLIGENCE
SOURCES
Requesting Officer (‘The Applicant’) must:
- Determine that the use of CHIS is required.
- Assess whether authorisation will be in accordance with the law.
- Assess whether authorisation is necessary under RIPA and whether activity
could be done overtly.
- Consider whether use of CHIS will be proportionate.
- If authorisation is approved – review or renew regularly with Authorising Officer
-Request a Unique Reference Number (URN) from the central record held by
legal services

If a less obtrusive
option is available
and practicable: use
that option!

If authorisation is necessary and

Urgent oral

proportionate, prepare and submit
CHIS Application Form to the

authorisations forms to
be completed within 72

Authorising Officer

hours

Authorising Officer must:
- Consider whether all options have been considered
- Document this and any other guidance issued by the
Monitoring Officer.
- Consider whether the surveillance is considered by
him/her to be in accordance with the law, necessary
and proportionate.
- Complete a risk assessment for the CHIS
- Assess risk of collateral intrusion.
- Authorise only if an overt or less intrusive option is not
practicable.
- Set an appropriate review date (at least 1 month after
authorisation date) and conduct the review.

The Applicant must:
REVIEW REGULARLY
(complete CHIS
Review Form and
submit to Authorising
Officer on date set)

The Applicant must:
If it is no longer necessary or
proportionate to use the CHIS,
complete the CHIS Cancellation
Form and submit to Authorising
Officer

Authorising Officer must:
If surveillance is still
necessary and proportionate
after authorisation period:

- Renew authorisation (CHIS
Renewal Form)
- Set an appropriate further
review date

Authorising
Officer must:
Cancel the
authorisation when it is
no longer necessary or
proportionate to use
the CHIS
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ESSENTIAL
Send all Authorised
(and any rejected)
Forms, Review,
Renewals and
Cancellations to the
Departmental
Authorising Officer and
to the RIPA Monitoring
Officer within 5
working days of the
relevant
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Annex 2

Forms
The latest version of each form should always be used. The latest forms can be
obtained from www.gov.uk

Directed Surveillance
1

Application form

2

Review form

3

Renewal application

4

Cancellation form

- 42 -
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Annex 3
Scenarios
The following is intended as a guide only and any interpretation of how the Act is,
or is not, being properly implemented is ultimately a matter for the Courts.

Q.

I receive a complaint from a member of the public about criminal damage/fly
tipping. I ask them to keep a diary of events to confirm their complaint.
Does the surveillance need to be authorised as a DCS ?

A.

When complainants are merely confirming their complaints by using a diary a
DCS authorisation is not required. If you covertly place a camera top capture
further evidence of a suspected criminal offence (6 months imprisonment) DCS
authorisation will be required. Remember only conduct amounting to a criminal
offence can be considered.

Q.

I need to use a pair of binoculars to be able to observe the activity of a
premises which has been the subject of a complaint. Do I need a DCS
authorisation?

A.

The use of the binoculars (or other such device which enhances sensory
perception) does not in itself mean a DCS authorisation is required. The test is
whether the covert surveillance is targeted towards an individual person which
may result in private information being obtained about that individual. If so,
authorisation will be necessary. Similarly if there is a likelihood of collateral
intrusion (i.e. third party information may be obtained), authorisation will be
required.

Q.

I need to visit a factory to see if the owner has removed an unauthorised
extension in compliance with a Planning Enforcement Notice. Does this
need a DCS authorisation.

A.

No you are not likely to obtain private information, you are observing a structure.
In any event in such circumstances you will have told the owner of your activity
therefore your surveillance would be overt.

Q.

I want to place a hidden camera to observe a cashier as part of a suspected
internal fraud investigation, do I need authorisation and would the answer
be different if no camera was used.

A.

You need a DCS authorisation whether video is used or not. The consideration
is not whether the use of the video needs authorising, it is the subject and
purpose of the investigation that matters.

Q.

I wish to install a covert camera on a garage site to find out who is dumping
cars and setting fire to them, does this need authorisation?
- 43 -
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A.

Yes a DCS, but the authorising officer would have to consider collateral intrusion
and proportionality of the matter very carefully as the site is likely to be used by
a number of people for legitimate purposes. Also you would need to ensure that
the conduct constituted a criminal offence which carried a penalty of six months
imprisonment.

Q

Two officers intend conducting observations in a Council car park,
which has been subject to numerous car thefts and vandalism. There
is no current information to say who is committing the offences.

A

As a result of the surveillance conducted, authority may be required if there
is a likelihood of detailed private information of an individual or third party
being obtained. If premises are used a senior officer will need to visit the
premises both before the observation commences and immediately prior to
any trial, to assess the premises and ascertain the attitude of the occupiers
towards the possible disclosure of their addresses and identities.

Q

We wish to monitor the movements of an individual using CCTV
cameras.

A

A DCS authority under the Act will be required, as it is for a specific
operation, and it is likely to result in the obtaining of private information of
the person.

Q

As an officer in an NBBC uniform I observed a person acting
suspiciously and decided to follow him. On occasions, I concealed
myself behind hedges, walls, and removed my uniform jacket to
observe the person’s next movements. Should I have sought an
authority?

A

This everyday activity falls outside the scope of the Act as it is in immediate
response to events or circumstances the nature of which is such that it
would not be reasonably practicable for an authorisation to be sought for
the carrying out of the surveillance.

Q

I want to watch the industrial estate car parks using binoculars and if
necessary take photographs. The offender(s) at this stage is
unknown. Do I need an authority to use such equipment?

A

No, an authority is not required, as you are unlikely to obtain private
information. Additionally, such equipment merely reinforces normal sensory
perception. (Such equipment may also be used in authorised directed
surveillance operations to aid vision.)

Q

I have deployed a camera viewing a house where our subject lives with
the intention of observing his movements as he is suspected of a
- 44 -
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criminal offence. In addition to the movement at the front door, I can
also see into the lounge. Is this intrusive surveillance?
A

No, this is directed surveillance, if it is providing a limited view, therefore no
intrusive surveillance authority is required. However, where it consistently
provides information of the same quality and detail as might be expected to
be obtained from a device actually present on the premises then an
‘intrusive authorisation’ under the Act should be sought or advice obtained.
If the intention from the outset is to record activity within the lounge than a
intrusive surveillance authority may be required.

Q

Are the town centres CCTV surveillance systems regulated by the
Act?

A

No, the provision of the Act and the codes of practice do not cover the use
of such systems. Members of the public are aware that such systems are
in use for their own protection and to prevent crime. However, if the CCTV
operators are tasked to assist in a pre-planned operation on a subject that
you are investigating, then a directed surveillance authority should be
sought.

Q

A business unit manager suspects that an employee who he has is
responsible for a theft from the Council. Does he need an authority?

A

If the criteria and grounds are met then a directed surveillance authority
under the Act is required, as it is for a specific operation, and there is
likelihood that private information may be obtained.

Q

I wish to film a stretch of the highway for evidence purposes, in an
unmarked vehicle. Is an authority required?

A

An authority under the Act is not required. This is not covert and there is no
likelihood of detailed private information being obtained and no criminal
offence is being committed.

Q

We have reason to believe that a single person who is claiming Housing
and Council Tax Benefit is living with an undeclared partner. We need to
establish the validity of the claim by watching the house to see if the partner
is in fact residing there. This will include watching the house to see if the
partner’s car is present and establishing whether the partner is working.

A

A DCS authorisation will be required for this type of activity.

Q

An employee is suspected of working for another firm while on sick leave.
The only way to confirm this would be by following him – does RIPA apply?

- 45 -
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A

Yes. Employment relations are no exception to RIPA. It is necessary to show that
a crime is suspected (i.e. fraud) rather than simply a breach of the civil contract;
and that surveillance is both necessary and proportionate to the offence.
Annex 4
Useful Links
Click on the hyperlinks given to take you to the appropriate website.

Forms
https://www.gov.uk/government/collections/ripa-forms--2
https://www.gov.uk/government/publications/application-for-use-of-directedsurveillance

Home Office - RIPA advice
https://www.gov.uk/government/publications/covert-surveillance-and-coverthuman-intelligence-sources-codes-of-practice
Codes of Practice
Code Of Practice - Covert Human Intelligence Sources
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/atta
chment_data/file/742042/20180802_CHIS_code_.pdf
Code Of Practice - Covert Surveillance
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/atta
chment_data/file/742041/201800802_CSPI_code.pdf
Statutes
Regulation of Investigatory Powers Act 2000 and Protection of Freedom Act 2012
http://www.legislation.hmso.gov.uk
Human Rights Act 1998
http://www.legislation.hmso.gov.uk
Investigatory Powers Act 2016
http://www.legislation.hmso.gov.uk
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Statutory Instruments
The Regulation of Investigatory Powers (Prescription of Offices, Ranks and
Positions) Order 2000 as amended
http://www.legislation.hmso.gov.uk
The Telecommunications (Lawful Business Practice) (Interception of
Communications) Regulations 2000
http://www.legislation.hmso.gov.uk
The Regulation of Investigatory Powers (Cancellation of Authorisations) Order
2000; SI No: 2794
http://www.legislation.hmso.gov.uk

The Regulation of Investigatory Powers (Source Records) Regulations 2000
http://www.legislation.hmso.gov.uk
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Annex 5
Quick Guide
(To be used in conjunction with the Flowcharts in Annex 2)

This is intended only as a quick guide – please read the appropriate
sections of the Procedure Guide and/or the Codes of Practice BEFORE
carrying out any surveillance
If you are in any doubt consult Legal Services

Important Restrictions
1.

The Council cannot authorise Intrusive Surveillance (see section 2 of the
Guidance)

2.

Authorisations must be obtained before surveillance takes place and must
be approved in writing (see sections 2 and 4 of the Guidance) and referred
to a Justice of the Peace for approval

3.

If confidential material is likely to be obtained authorisation must be
obtained from an Executive Director (see section 6 of the Guidance)

Is an authorisation needed? (see Section 2 of the Guidance)
1.

Will you be carrying out an inspection or investigation covertly (i.e. will the
target know you are doing it) AND is the investigation likely to reveal private
information about the target person or anybody else? AND is likely to reveal
criminal conduct punishable by 6 months imprisonment
If the answers are YES, then RIPA authorisation is needed for directed
surveillance
If the target KNOWS that you are carrying out an inspection, or if your
inspection will not reveal ANY private information a RIPA authorisation will
not be needed and surveillance should be done overtly.

2.

Will you be entering residential premises or a private vehicle OR will the
equipment you use provide information of such quality that it will be as good
as any that you would get on the premises
If EITHER answer is YES then the surveillance will be intrusive and no
authorisation can be given. DO NOT PROCEED.
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If you need an authorisation (see Section 4 of the Guidance)
1.
2.
3.
4.
5.

Discuss the need with your line manager
Contact Legal Services to discuss the principles
Complete the appropriate form by going to the website
(see notes on how to complete the form)
Pass the completed form to the Authorising Officer for consideration
together with any supporting documents.
If approved contact RIPA Co-ordinator to arrange the Court hearing. Do
NOT proceed without confirmation that authorisation has been given.

Duration of Authorisations (see Section 7 of the Guidance)
1.

Directed surveillance authorisations last for up to three months

Renewals, Reviews and Cancellations (see Section 7 of the Guidance)
1.
2.
3.

All authorisations should be reviewed regularly (at least monthly) to confirm
that they are still needed or further authorisations are necessary
All authorisations must be cancelled upon their expiry date or when they are
no longer needed, if earlier. A cancellation form needs to be completed.
Authorisations may be renewed before they expire by completing a renewal
form. If the renewal is not authorised the existing authorisation will lapse.

Documentation (see Sections 6 and 7 of the Guidance)
1.

The RIPA Co-ordinator will keep the original application form and
authorisation, together with renewal, review and cancellation forms. He will
maintain the centrally retrievable records.

2.

The authorising officer will keep a copy of all authorisations.

3.

The relevant section should maintain the following documentation:







a copy of the application and a copy of the authorisation together with
any supplementary documentation and notification of the approval
given by the authorising officer;
a record of the period over which the surveillance has taken place;
the frequency of reviews prescribed by the authorising officer;
a record of the result of each review of the authorisation;
a copy of any renewal of an authorisation, together with the supporting
documentation submitted when the renewal was requested;
the date and time when any instruction was given by the authorising
officer.
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Retention and Destruction of Documentation by Sections
1.

Individual sections should retain their documentation and a record of all
applications and authorisations for a period of five years from the ending of
the authorisation.

2.

If records could be relevant to court proceedings they should be retained for
a suitable further period

3.

The decision to retain the records should be periodically reviewed

Handling of Material
1.

Material relevant to an investigation should be retained in accordance with
the established disclosure requirements having regard to the Criminal
Procedure and Investigations Act 1996 and Civil Procedure Rules.

2.

Material which is not related to a criminal or other investigation, or to any
person who is the subject of the investigation, should be destroyed
immediately.

3.

Confidential material should:

4.



not be retained or copied unless it is necessary for a specific purpose



only be disseminated, on legal advice, that it is necessary to do so



be marked with a warning of its confidential nature. Safeguards should be
put in place to ensure that such material does not come into the possession
of any person which might prejudice any civil or criminal proceedings.



be destroyed as soon as it is no longer necessary to retain it for a specified
purpose.
Video and audio tapes should be treated as a security items. A stockholder
must control and record the issue of tapes using a register. Each tape will
be sequentially numbered and stored securely in a lockable drawer or
cabinet. Tapes must not be over-written, as soon as it is no longer
necessary to retain the information the tapes should be wiped clean before
re-use.

- 50 -
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Annex 6
Central Record of Authorisations3

Type of
Authorisation

Authorising
Officer

Reference
Number of
Investigation

Outline of
Investigation

Why Urgent
(if
appropriate)

Will
Investigation
obtain
Confidential
Information

Date of
Authorisation

JP Approval

Renewal

Cancellation

3

The table above outlines the content of the register. It will be maintained in spreadsheet format and only the Authorising Officers will have access to it.
Responsibility for maintaining the spreadsheet rests with the RIPA Co-ordinator
Authorising Officers should not be responsible for authorising investigations or operations in which they are directly involved. However, if this becomes
necessary, the Central Record of Authorisations will indicate this and the matter will be drawn to the attention of the Inspector from the Office of the
Surveillance Commissioner during the next inspection.
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Annex 7

Standard Operating Procedure For Private Investigation Companies Carrying Out Surveillance On
Behalf Of The Council
1. Application
1.1 This standard operating procedure (“procedure”) applies to all private investigation companies carrying out covert surveillance
on behalf the Council in connection with the prevention or detection of crime or preventing disorder.
2. Regulation of Investigatory Powers Act 2000 (RIPA)
2.1 The Council, as a public authority is regulated in its use of covert surveillance by RIPA. The use of such surveillance is subject
to a strict authorisation procedure as set out in the Council’s Policy on Directed Covert Surveillance. A private investigation
company carrying out covert surveillance on behalf the Council must be provided with a copy of the Council policy, together with a
copy of the signed authorisation to carry out the required surveillance. All employees of the private surveillance company (ie
operatives) who are carrying out covert surveillance must be fully briefed by the Council’s Investigating Officer on the extent ( and
any limitations) of the authorisation.
3. Disclosure of interests
An operative at the earliest opportunity must declare any circumstances or interests which may affect their ability to conduct covert
surveillance objectively including but not limited to:
 Any relationship to or with a suspect or witness or informant
 Any personal interest in the outcome of an investigation or other civil or criminal proceedings
 Dependency on drugs or alcohol
The operative should not proceed with the surveillance.
4. General Provisions
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4.1 Conduct
Operatives to whom this Procedure applies must not:
 Exceed their actual authority or hold themselves out as having any authority not provided by the RIPA authorisation
 Act or imply that they could act in any way which exceeds the actual limits of their powers afforded by the authorisation
 Misuse their position for any benefit or gain for themselves or another
 Act contrary to any legislation
4.2 Operators to whom this Procedure applies must:






Pursue all reasonable lines of inquiry (including those which point away from a suspects guilt) within the scope of the
authorisation granted
Ensure that all material which may be relevant is revealed to the Council
Ensure all necessary records are taken and retained
Ensure that all applicable provisions of the Regulation of Investigatory Powers Act and the Codes of Practice and Guidance
thereto are observed in relation to directed covert surveillance.
Observe all other applicable legislation, Codes of Practice and internal and external guidance

4.3 Operatives to whom the Procedure applies must not under any circumstances:






Conceal or fabricate evidence or knowingly allow any evidence to be fabricated or concealed
Discriminate or exercise any bias on the ground of race, sex, marital status, sexual orientation, religion or disability or cause
the Council to breach any of the equality enactments ( as defined in s.33 of the Equality Act 2006)
Accept or offer any inducement, bribe or other advantage from or to any witness, suspect or informant
Use any information gathered in the course of their duties for personal gain or coercion or otherwise misuse such information
Do or fail to do anything which may result in a miscarriage of justice or bring into question the admissibility of evidence

4.4 Safeguarding Information
Operatives must treat all information gathered or received during the course of an investigation as confidential and must not
deliberately or negligently:

Individual Cabinet Member Decision - 30th September 2019

- 53 -

62

54




Disclose such information to an unauthorised third party
Reveal the source of information to an unauthorised third party

The Council is a public authority for the purposes of the Freedom of Information Act 2000 and may be required to disclose
information in accordance with it.
4.5 Personal Injury and Damage to Property


Operatives must exercise all reasonable care to prevent injury to the person or loss or damage or to public an private
property

5.0 Working with the Council
Operatives must comply with any specific instructions from the Investigating Officer issued before or in the course of any
surveillance operation. These will include matters relating to, but not be limited to,
 Communication between the Operative and the Investigating Officer
 Method of surveillance and product of surveillance
 Documentation required
 Attendance at court in connection with any legal proceedings
 insurance cover held

Operatives must ensure that the Investigating Officer is kept fully up to date with the surveillance operation
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Annex 8

Standard Operating Procedure for the Use of Technical Equipment for Surveillance
I. Purpose
1.1 The purpose of this standard practice is to regulate the use of Surveillance Equipment owned by the Council. All Council owned
surveillance equipment will be kept in a central location.
2. Application
2.1 This standard practice applies to all employees who make use of surveillance equipment.
3. Definitions
Surveillance – Monitoring, observing or listening to persons, their movements, activities or communications with or without the
use of surveillance equipment and recording the same.
Covert surveillance – Surveillance carried out in a manner calculated to ensure that the persons subject to the surveillance are
unaware that it is or may be taking place
Overt surveillance – includes surveillance carried out in areas maintained for and used by people for which there is no expectation
of privacy and where signage is displayed to notify people that surveillance is undertaken
Surveillance equipment – The implements or tools used for the purpose of carrying out surveillance.
Surveillance Equipment Request Form – The document that must be filled out and submitted to the Assistant Director when an
individual or department wishes to have surveillance equipment installed and used in their facilities. The document must also be
endorsed with the Unique Reference Number and submitted to an Authorising Officer where authority for covert surveillance is
sought.
Regulation of Investigatory Powers Act 2000 (RIPA) – The Act regulating the use of covert surveillance by public authorities
4. General Principles
4.1 The purpose of surveillance equipment is to deter crime and disorder and to assist in protecting the property of the Council. As
a general policy, only overt surveillance will be used. However covert use of both audio and visual surveillance equipment may be
authorised in accordance with RIPA for the purposes of preventing crime and / or disorder.
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4.2 The use of surveillance equipment whether for overt or covert purposes must comply with this Standard Operating Procedure.
The use of equipment for covert surveillance must also comply with the provisions of RIPA.
4.3 Prior to purchasing or installing any surveillance equipment, a Surveillance
Equipment Request Form must be completed and submitted to the Director. Where surveillance will be covert, the surveillance
must be authorised in accordance with the RIPA and a copy of the Surveillance Equipment Request Form which initiates the
request for surveillance equipment, and will be provided by the Investigating Officer to the RIPA Authorising Officer.
4.4 The use of surveillance equipment will be strictly in accordance with the authorisation granted. Operatives of the equipment
will be provided with a copy of the authorisation.
4.5. The use of surveillance equipment will be conducted in a manner consistent with all existing Council policies and legal
requirements.
4.6. Personnel involved in the use of surveillance equipment will be appropriately trained and supervised in the responsible use of
this technology.
4.7 Surveillance equipment and data captured will be used in accordance with the Data Protection Act 1998 and guidance issued
by the Information Commissioner’s Office and RIPA, and the Codes of Practice issued by the Home Office
4.8. Where overt surveillance is to be conducted, the investigating officer will post signage at appropriate locations. Signage will
specify:
“VIDEO SURVEILLANCE ON PREMISES”
4.9. Data captured by surveillance equipment will be stored for a period not less than 7 days and not to exceed 30 days and will
then be erased unless retained in accordance with the Criminal Procedure and Investigations Act 1996 and Civil Procedure Rules
as part of a criminal investigation or court proceedings.
4.10 All equipment must be removed promptly from the location / building on expiry of the authorisation.
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4.11. Unauthorised use of surveillance equipment may result in disciplinary action being taken.
4.12 All surveillance equipment will be held centrally . A central log of equipment will be maintained .ensuring that equipment is
booked in and out at all times.
5. Responsibilities
5.1. The Line Manager has the responsibility for the following:


Receiving and processing Surveillance Equipment Request Forms through the established approval process. Where
equipment is to be used for covert surveillance, the Line Manager should ensure that a copy of the Surveillance Equipment
Request Forms is submitted to the Authorising Officer in accordance with the authorisation procedure required pursuant to
RIPA



Overseeing and coordinating the installation and use of surveillance equipment for security and law enforcement purposes.
All new installations will follow this standard practice and any supplemental operating procedures applicable to the
installation. All existing surveillance equipment systems will be evaluated for compliance with this standard practice.

5.2. The Director has the responsibility for the following:


Authorising the use of surveillance equipment for overt surveillance

5.3 The (tbc) has responsibility for the following:


Maintaining a central log of surveillance equipment and operating a booking in / out system

6. Examples of use of surveillance equipment in public areas
6.1. Legitimate security purposes include, but are not limited to, the following:
 Protection of buildings and property - Building perimeter, entrances and exits, lobbies and corridors, receiving docks,
special storage areas, laboratories, cashier locations, etc.
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Monitoring of access control systems - Monitor and record restricted access transactions at entrances to buildings and
other areas.
 Verification of security alarms - Intrusion alarms, exit door controls, hold-up
alarms, etc.

Surveillance Equipment Request Form
New Request For Surveillance Equipment Or Change to Existing Surveillance Request
Department Requesting Surveillance Equipment:
Date:
Type of Surveillance Equipment Required
Building/Location for Equipment Installation:

Departmental Contact Details:
Reason for Surveillance Equipment Request:

Use of Equipment Approved / Denied. Please set out reasons for decision together with any limitations or conditions on the use of
equipment or product from surveillance operation.
Signature:
Review Date ( no more than 3 months)
Cancellation Date
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Annex 9

Protocol with Police for use of CCTV system for Directed Surveillance
1. CCTV/SURVEILLANCE NOTIFICATION
Dear Sir / Madam,
The below Directed Surveillance activity has been authorised, which includes the use of Local Authority CCTV systems and I would be obliged if you would allow your systems
to be used for covert policing purposes, in pursuance of:
Operation:
Effective
Times/Dates:

Warwickshire Police URN:
From:

Authorising
Officer:

To:
Rank:

Detective
Superintendent

The Authorising Officer believes the activity is necessary for: (Statutory grounds)
Necessity &
Proportionality:



Preventing and detecting crime or preventing disorder – Namely: Burglary

AND the activity is proportionate in what it seeks to achieve.

Objectives:



To gather intelligence in respect of where the subject frequents, methods of communication and
travel;



Identify criminal associates;



To identify premises likely to be targeted by the subject any further criminal offences including
(offences) committed by ……………. in order to facilitate his arrest, charge and remand in
custody;



To identify methods and points of disposal of stolen property by the subject, thereby providing
further enforcement opportunities.
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The use of Local Authority CCTV in the Borough/District of *Nuneaton, is necessary to assist covert police surveillance to be deployed without compromise.
1.
Authorisation
“Authority is granted for suitably trained officers to conduct covert, static foot and mobile surveillance
and to include the use of both audio and visual recording and image enhancing equipment, including
the use of Local Authority CCTV systems in order to monitor and record the movements of the subject:
Name (details redacted) and to extend, where necessary to include individuals associating with the
subject where there are reasonable grounds to suspect criminal involvement within this investigation.
This authority includes any premises, locations and vehicles that are used and frequented by the
subject and his criminal associates.
This is in order to capture any intelligence and evidence to support the investigation on the subject
who is a known and prolific burglar”.

2.

YOU WILL BE NOTIFIED OF THE “CANCELLATION” DATE OF THIS AUTHORITY

If you have any queries in relation to this notice please contact: Covert Authorities Bureau, Special Operations Unit, Warwickshire Police HQ, Leek Wootton,
Warwickshire, CV35 7QB - Tel 01926 415000 ext 5073 or 5075

Signed:

…………………..

(Covert Authorities Bureau)

Individual Cabinet Member Decision - 30th September 2019

- 60 -

69

02476 376 328
18001 024 7637 6328
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